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Dedicated to our families and our friends. You make
everything possible.

The world of information systems presents new and
exciting challenges each and every day. Creating a text-
book to capture this world is a formidable task, to be
sure. This, the 10th edition of Management Information
Systems, represents the best we have to offer. We take
pride in delivering this new edition to you, and we thank
all of you for your loyalty to the book and the input you
provided that was instrumental in its development. Your
continued support fills us with joy and a sense of both
accomplishment and contribution.

We are also pleased and excited to welcome a new
member to our writing family. Miguel Aguirre-Urreta
has joined us in the creation of the materials contained
herein. His work and effort on the Real World Cases and
blue boxes will be apparent as we bring you new cases
in every chapter of the book. Please join us in welcoming
Miguel to our family.

On behalf of Jim, Miguel, and myself, please accept
our sincere appreciation for your support and loyalty. As
always, we hope you enjoy and benefit from this book.






Real Life Lessons

Use Your Brain
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CASE STUDY QUESTIONS

1. What are the companies mentioned in the case trying
to control, or manage, through these projects? What is
the problem? And how did they get there?

2. What are the business benefits of implementing strong
IT asset mamgement programs? In what ways have the

o

d in the case b d? Provide sev-

eral examples
One of the

&

in the case, UnitedHealth Group,

tackled the issue by imposing standardization and “charg-

ing” those stepping
should they balance

outside standard models. How
the need to standardize with being

able to provide business units with the technologies best
suited to their specific needs? Justify your answer.

indicative of the widespread lack of respect for this impor-
tant aspect of I'T operations.

‘The ideal time to start considering an asset management
program is before the business and its IT infrastructure is
even up and running, but the common scenario is that cor-
porations look to asset management after they’ve encoun-
tered a problem running the infrastructure.

lity about asset is evolving,
however. Companies used to consider only reliability, availabil-
ity, and overall equipment effectiveness in the equation. But
now, he said, there is recognition of factors like continuing pres-
sures on cost and green technology. “It really requires a mature
organization to understand what’s going to be needed to assess
and execute a life-cycle management strategy,” says Don Barry,
associate partner in global business services in the supply chain
operations and asset management solutions at IBM.

Why is a life-cycle management program important?
For one thing, it puts I'T in much better control of its assets,
and this can have a number of benefits.

“IT can make really intelligent decisions around what
they should get rid of, and they might even find they have
more money in the budget and they can start taking a look at
newer technology and see if they can bring it in-house. With-
out that big picture, they just end up spending more and more
money than had they been proactive,” says Vanderveldt.

Life-cycle management also has value as a risk manage-
ment tool, and it aids in the disaster recovery process as well,
she adds. “It’ also beneficial for those moments that are just
completely out of your control, like mergers. acquisitions
and uncontrolled corporate growth, either organic or inor-
ganic,” says Darin Stahl, an analyst at London, Ontario
based Info-Tech Research Group. “IT leaders without this
tool set are now charged with pulling all this information
together on short notice. That could be diminished consid-
erably in terms of turnaround time and effort for I'T guys if
they have a holistic asset management program in place.”

Source: Adapted from Bob Evans, “Global CIO Quick Takes: AstraZeneca
Saves Millions with BDNA,” Inﬁnmmthelz Fehnm—yZZ 20105 Rlck
Swnnborg, “ Desktop How Ith Used

tion to Cut Costs,” CIO .com, April 28, 2009 and Kathleen Lau, “Asset Man-
agement: Do You Know What You've Got?,” CIO Canada, August 13, 2008.

WORLD ACTIV

S

1. An important metric in this area considered by compa-
nies is the Total Cost of Ownership ( TCO) of their IT
assets. Go online and research what TCO is and how it
is related to I'T asset management. How are companies
using TCO to manage their I'T investments? Prepare a
presentation to share your research with the rest of
your class.

‘What does Don Barry of IBM mean by “life-cycle” in
the context of this case? How would this life-cycle man-
agement work when it comes to I'T assets? Break into
small groups with your classmates and create a working
definition of life-cycle management and how it works as
you understand it from the case.

I

Traditional case study questions promote and
provide opportunity for critical thinking and
classroom discussion.

Use Your Hands

The Real World Activities
section offers possibilities
for hands-on exploration
and learning.

XI



Chapter 2 focuses on the use of I'T as a way to
surpass your competitor’s performance.

Y

COMPETING WITH
INFORMATION TECHNOLOGY

46

Modue 1/ Foundation Concepts

Strategic IT

Fundamentals of Strategic

Advantage

and driver

Technology is no longer an afvrthought in forming business strategy, but the actual cause

This chapter will show you that it is important to view information systems as

more than a set of technologies that

and enterprise collaboration, or effective business deci

apport efficient business operations,
ion making. Information tech-

workgror

nology can change the way businesses compete. You should also view information

systems strategicall;
tional renewal, a

that is, as vital comperitive networ

a company adopt strategies and bus
vent itself I succeed in today'

, a5 2 means of organiza-

necessary investment in technologies; such technologies help
ness processes that enable it to reengineer or rein-
dynamic business environment.

Identify several basic competitive strategies and
how they use information technologies
to confront the competitive forces faced by a
business.

. Identify several strategic uses of Internet tech-
nologies and give examples of how they can help
a business gain competitive advantages.

. Give examples of how business process reengi-
neering frequently involves the strategic use of
Internet technologics.

*

Identify the business value of using Internet tech-
nologies to become an agile comperitor or form

a virtual company.

Explain how knowledge management systems can
help a business gain strategic advantages.

ction T of this dup(u introduces fundamental competitive strategy concepts that
underlie the strategic use of information systems. Section II then discusses several ma-
jor strategic applications of information technology used by many companies today.

Read the Real World Case regarding how to quantify the risks (and value) of
investing in IT. We can learn a lot about how I can best l)c managed to provide
superior returns on investment from this case. See Figure 2.

Competitive  In Chapier 1, we cnphasiedthata majorrol finformtin s applicaions in

business is to provide effective support of a company’s strategies for gaining competi-
Strategy tive advantage. This strategic role nrmmrm,umm tems involves using information
Concepts technology to develop products, services, and capabilties that give a company major

advantages over the competiive forees i facs nthe global markeplace

Chapter 13 discusses the issues
surrounding these topics and
the challenges I'T faces.

Chapter 13 / Security and Evbical Challenges ® 529

REAL WORLD

Texas Health Resources and Intel:
Ethics, IT, and Compliance

Y

he I staff at Texas Health Resources Inc. must de- And when there’s any question—such as when a vendor

liver more than technical functionality: And it needs
to deliver more than the business requirements: It

also has o meet the organization’ echical standards.

chat end, it systems must hlp ensure hat Texas

proposes a deep discount if Texas Health agrees to be an

early adopter of new technology—IT leaders can tu to the

ot Binesand B Counei o guidance.
“If we really want everyone to subscribe to the idea that
st Tuas Claalsh L,

prevent

528 o

Module V / Management Challenges

Introduction

Business/IT Security,

Ethics, and Society

Security, Ethical, and Societal

Challenges of IT

There is no question that the use of information technology in business presei
security challenges, poses serious ethical questions, and affects society
ways. Therefore, in this section, we explore the threats to businesses and indi
a result of many types of computer erime and unethical behavior. In Section 1
examine a variety of methods that companies use to manage the seeurity and
of their business systems. Now let’ look at a real-world example.

Read the Real World Case on the next page. We can learn a lot from
about the security and ethical issues that result from the pervasive use of
ganizations and society today. See Figure 13.1.

The use of information technologies in business has had a major impact on sof
thus raises ethical issues in the arcas of crime, privacy, individuality, empl
health, and working conditions. See Figure 13.2

Itis important to understand that information technology has had ben
sults, as well as detrimental effcets, on society and people in each of these a
example, computerizing a manufacturing proc have the beneficial

P g conditions and | g0 of higher quality at lo
but it also has the adverse cffect of climinating people’s jobs. So your job as a
or businss professional should involve managing your work activities and
others to minimize the detrimental effects of business applications of infd
technology and optimize their beneficial effects. That would represent an
responsible use of information technology.

FIGURE 13.1

Source: © Punchstock.
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and Beyond

oy —— Go Global with IT

SaereltlE Managing Global IT

A

This text closes with Chapter 14, an
The e e e e gy in-depth look at I'T across borders.

International in a digital economy. These nwodels are structured, yet agile; global, yet local; and
Dimension they concentrate on maximizing the risk-adjusted return from both knouledge and
technology asses.

International dimensions have become a vital part of managing a business enter-
prise in the inter-networked global cconomies and markets of today. Whether you
become a manager in a large corporation o the owner of a small business, you will be
affected by international business developments and deal in some way with people,
products, or services whose origin is not your home country.

Read the Real World Case on the next page. We can learn a lot about the challeng TrS T eRTeTTeTRpTe eSS TIT
facing senior I executives who operate in a globalized world. See Figure 14.11. oping regions rarely lends itself to cookie-cutter IT. Mor
FIGURE 14.11 the importance of emerging markets today means 1T |

can’t fob off to W I

“The strategy of many corporations was basically
velop things in major markets then hand down thosd
tions to the emerging markets,” Shurts says. “Hey, this
is two years old, maybe we pass that down, t0o.”

“That's not the case at Cadbury, explains Shurts. 4
to deliver strategies that address the specific needs of ef
ing markets. It requires some creativity and new think]

Understanding your company’s business model f
veloping markets is critical. “Will there be manufacty
Will you distribute from this market? How will your]
force engage customers and what is their role whi
gaged?” says Ed Holmes, vice president of Global
Stiefel, an $812 million dollar skin care company, a
by GlaxoSmithKline, that operates in 28 countrics.

Global IT Figure 14.12 illustrates the major dimensions of the job of managing global informa-
M tion technology that we cover in this scetion. Notice that all global T activities must
anagement  p.adjusted to take into acconn\: lh: culnxral political, and geocconomic challenges
that exist in the i Developing business
and IT strategies for the g]obal markelplac: should be the first step in global informa-
tion technology management. Once that is done, end users and IS managers can move
on to developing the portfolio of business applications needed to support business/IT
strategies; the hardware, software, and Internet-based technology platforms to sup-
port those applications; the data resource management methods to provide necessary
databases; and finally the systems development projects that will produce the global
information systems required.

Global Teams: Its | We scem to have reached a point where virtually every CIO is a global CIO—a

Still a Small World e sphere spans continents. The global CIO’s
865t Cormion challenge, according to CIO Executive Council members, is manag- You may end up providing technology and serviced
BT TR e s JEL policis across the global IT team Emerging economies are increasingly demanding— Jar to those you supply in established markes, Holme]
‘ should be consistent, fur, and responsive. Titles and reporting structures (if not e mr ) e o e
mzlglexnsm:nn;ls:‘;a‘dd ki eq‘“]mgc ing Royal Dutch Shell, Gald to ensure that your solution will fit the market bot
B etk oyl Ducch Shll, Galdermma, el

Olympus, and others, commissioned a globalization playbook that collects and codi-
fies best practices in this and other globalization challenges.

Obtain local HR expertise. Companics must have a local HR person in cach
country to deal with local laws. “Hiring, firing, and training obligations must be
‘managed very differently in cach location, and you need someone with local exper-
tise on the laws and processes,” says Michael Pilkington, former chief information
officer of Euroclear, the Brussels-based provider of domestic and eross-border settle-

L R —— Expand Your Knowledge

job evaluation methodology that organizes job types into verical categories, such as
‘managing people/process, product development, business support, and project man-

e T T T Blue boxes in each chapter provide
e ue b
brief, in-depth examples of how
corporations apply IS concepts and

theories.

<~ ——— |
Risk Assessment CIOs are frequently asked, “What are our IT risks?” Unfortunately, thfs question is
and Mitigation t00 generic because there are multiple kinds of risk. Before starting anf risk assess-

ment, IT needs to understand both the concern prompting the requeft and which
risks need to be assessed. Moreover, everyone needs to understand that nearly all
risks that affect an I'T organization affect the entire business. Risks ﬁ].li?m four cat-
egories that require different mitigation tools:

usiness ions risk. An d ines the risks inJolved in ad-
dressing or ignoring a particular itive threat. Analyzi itive threats
helps the company decide whether to invest the resources necessary td combat the
threat. D iate responses to it threats from nontradi-
tional sources can be parti difficult. The i tpol is a good

business case that evaluates all associated risks. For new business ofjportunities,
a thorough risk assessment may be as important to success as accurfte financial
projections.

risk. For appmved or existing programs, management conicerns focus.

on whether the or will be don within and with

Société de Suburban sprawl might make a great business case for a transit agency, but when it A - . — =

A 5 ; Bristow Helicopters: | When Bristow Helicopters Ltd. started losing market share in the 1990s, dvecutives
@ came to servers, Canada’s Société de Transport de Montréal (STM) drew the line. ; A !
Transport de i e o P PO . STM, says chat the smai & Technology- moved to improve business processes across the Redhill, England-based fompany.
Montréal: Smooth il s o0 Sy S (Ins cngineer at REalanaicimain reason he “We needed to change facilities and maintenance processes, improve the cfficiencies
i o surted lookmg at vm:ualxzanon (echnology was to prevent server sprawl. He wanted Supported SWOT, of the staff, improve the interface between sales and clients,” says John [Cloggie,
Ride after a for pment servers at the agency, which provides and Much More technical director at the European business unit of Houston-based Bristgly Group
Bumpy Start more than 360 million bus and metro rides each year. Inc., which provides helicopter services to the oil and gas industry.

“We crunched the numbers and realized that our growth was going to cause a Alkey goal of this reengineering effort was to cut several million dollars|from the
few problems in the near future,” he says. If things kept going as they had, the agency operating budget of Bristow Helicopters. The company managed the project using
would need an additional 20 to 30 servers each year, on top of its existing base of 180 MindGenius, “mind-mapping” software from East Kilbride, Scotland-based Gael

e e Y TN e v soin o be ncedod to fecd the Lud. The product enabled it to conduct a SWOT analysis (an assessmint of its
B e i clicuss” Stcfanskis says, strengths, weaknesses, opportunitis, and threats), carve out various procefs reengi-
But even though staffers were convinced of virtualization’s benefits pretty early on R el Lok R it dbpropriate groups. Bach team thenlrook the
the ageney’s end users didn't necessarily feel the same way. Several factors contributed R e st 18 o subcatsgortes, ks, and fleadlines
[hg"‘.“c.”. i 5 % o gy for its designated work segment. Since beginning the project in 2004, says| Cloggie,
to the initial resistance. For starters, there was a fear of the unknown. There were S JEOMEtt e o 0o s operacinz budger.
“Mind mapping, of course, didn’ dircely create our $6 million savings,put it did
allow us to control the project while it was being delivered,” he says. “The speed

L with which you can map processes and capture knowledge is a huge return
e e T -
main ahead of ition by conti innovating. Examples: A and
E*TRADE.
Channel reconfiguration. Usc the Internct as a new channel to acceds customers,
— make sales, and fulfll orders directly. This model supplements, rather tfan replaces,

physical distribution and marketing channels. Example: Cisco and Dell
Transaction intermediary. Use the Internet to process purchases. [ his transac-
tional model includes the end-to-end process of searching, comparing, s{lecting, and
N paying online. Examples: Microsoft Expedia and eBay. 1
x a n O u r O rZ O n S Thformediary. Ue the Tnteenee to reduce the search cost. Offcr ¢ cuscomer a
unified process for collecting information necessary to make a large purchase. Exarn-

ples: HomeAdvisor and Auto-By-Tel.
Self-service innovator. Use the Internet to provide a comprehensive suite of

Globe icon S i ndicate example S With services that the cnsmmarE empl_oye\s can use dlre:‘r_ly Self-s ::EVII:: :1?1::: employees

a direct, Examples:
. . ‘Supply chain innovator. Use the B e e inseractons among
an international focus so that your R e L
and Ingram Micro.
Channel mastery. Use the Internet as a sales and service channel. This model

knowledge makes you truly worldly. s, e i e oo e el

Example: Charles Schwab.
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The Tenth Edition includes significant changes to the Ninth Edition’s content that
update and improve its coverage, many of them suggested by an extensive faculty re-
view process. Highlights of key changes for this edition include the following:

Real World Cases provide current, relevant, and in-depth examples of IS theory
applications. A combination of Case Study Questions and Real World Activities allows
you to engage students on a variety of levels.

More new Real World Cases: More than two-thirds of the cases are new to the
Tenth Edition. These up-to-date cases provide students with in-depth business
examples of the successes and challenges that companies are experiencing in
implementing the information technology concepts covered in each chapter.
Chapter 1: Foundations of Information Systems in Business provides an expanded
discussion of IS careers and the job market outlook.

Chapter 2: Competing with Information Technology has added coverage of the strate-
gic uses of IS/I'T.

Chapter 3: Computer Hardware provides an expanded history of computing section
and updated coverage of the iPhone.

Chapter 4: Computer Software includes two brand-new sections that cover cloud
computing and application virtualization. It also includes added coverage of
Windows Server 2008 and an updated Java discussion to reflect the most recent
version, Java EE 5.

Chapter 5: Data Resource Management expands the discussions of Facebook, YouTube,
and strategic data management.

Chapter 6: Telecommunications and Nerworks updates the discussions of Internet2, the
number of Internet users, and metropolitan area networks.

Chapter 7: e-Business Systerns includes a new discussion on the relationship between
SCM, CRM, and ERP with regard to supporting corporate strategy. There is also
an expanded discussion of SCM as a top strategic objective of modern enterprises
and a new discussion of the use of digital billboards in targeted marketing.

Chapter 9: e-Commerce Systems provides a new section and discussion of search
engine optimization, new data relating to top retail web sites and online sales
volume, and increased coverage and discussion of e-commerce success factors.
Chapter 10: Decision Support Systems includes an additional discussion with regard
to the strategic value of business intelligence activities in the modern organization.
Chapter 11: Developing Business/I'T Strategies has added coverage of system imple-
mentation challenges, user resistance, end-user development, and logical versus
physical models.

Chapter 12: Developing Business/I'T Solutions has increased coverage of system
implementation challenges, user resistance, and end-user development.

Chapter 13: Security and Ethical Challenges includes a new section on cyberterrorism.
Additionally, it provides updated coverage of software piracy economic impacts,
increased coverage of HIPAA, and a significant increase in discussion of current
state of cyber law.

Chapter 14: Enterprise and Global Management of Information Technology provides
expanded in-depth coverage of COBIT and I'T governance structures in organiza-
tions, as well as an added section on trends in outsourcing and offshoring.



Student Support

Summary

©  Ethical and Societal Dimensions. The vital role of

information technologies and systems in society raises
serious ethical and societal issues in terms of their im-
individuali ndition:

privacy, health, and computer crime, as illustrated in

Figure 13.2.

Employment issues include the loss of jobs—a result
b ;

of of work—versus

pact on working
the jobs created to supply and support new information o Ethical Responsibility in Business. Business and IT
technologies and the business applications they make activitics involve many ethical considerations. Basic
possible. The impact on working conditions involves principles of technology and business ethics can serve as
the issucs of computer monitoring of employces and guidelines for business professionals when dealing with
the quality of the working conditions of the jobs that ethical business issues that may arise in the widespread
use information technologies heavily. The cffect of IT use of information technology in business and society:
on individuality addresses the issucs of the depersonali- Examples include theorics of corporate social responsi-
zation, regimentation, and inflexibility of some compu- bility, which outline the ethical responsibility of man-
terized business systems. agement and employees to a company’s stockholders,

* heavy use of computer and society, and the four principles of
for long periods raises issues about and may cause technology ethics summarized in Figure 13 4.
work-related health disorders. The use of IT to ac- o Security e of the most important

These are the key terms and coneeps of this chaper. The page number of their first explanation isin parentheses.

1. Antivirus software (564) 12. Distributed denial of service 21. ntellectual property s of a company and thus mini-

2. Audit tail (570) (DDOS) (561) lecurity losses in its business

3. Backup files (565) 13. Encryption (559) 22. Opt-in/Opt-out (546) joned in the chapter include the

4. Biometric security (566) 14. Ergonomics (553) 23. Passwords (565) idential business daya, firewalls,

5. Business ethics (528) 15. Ethical 24. Securi Jrus software, security codes,

6. Computer erime (534) 16. Fault tolerant (567) 25. Societal solutions (553) itors, biometric security meas-

7. Computer matching (548) 17. Firewall (560) 26. Software piracy (540) "f"fsr fault-tolerant sysems,
. s, information system controls,

8. Computer monitoring (551) 18. Flaming (550) 27. Spamming (550) > formatio syst

19. Hacking (535) 28, Spyware/Adware (544) ystems.

9. Computer virus (542)

10. Cyber law (550)

11, Disaster recovery (569)

Match one of the key terms and concepts lsted pr

agement of a company s to
ality of its I T-enabled business
fement tools and policies can

ity, and safety of the informa-

. Information system 29.
controls (569) 30,

System security monitor (566)
. Unauthorized use (538)

—_— —

Try to find

of the bri
the best fit for the answers that seem to fit more than one term or concept. Defend your choices.

— 1. Ensuring the accuracy, integrity, and safety of 3. Software that can control access and use of a com-

2. Control touls,error signals, backup files, and

business/I'T activities and resources.

security codes are examples.

puter system.

tior

cu on Qu

1. What can be done to improve the sceurity of business
uses of the Internet? Give several examples of security
measures and technologies you would use.

2. What potential security problems do you sce in the
inereasing use of intranets and extranets in business?
What might be done to solve such problems? Give
several examples.

3. Refer to the real-world example about copying CDs
and music downloading i the chapter. Is copying music
CDs an ethical practice? How about Internet music
downloading? Explain.

4. What are your major concerns about computer crime
and privacy on the Internet? What can you do about it?
Exphin.

5. What s disaster recovery? How could it be imple-

mented at your school or work?

. Refer to the Real World Case on I'T and cthics in the

chapter. Most or all companies have an ethics and com-
pliance program of some sort, but not all of them “live”

o

Exe

Analy

1. Problems with Passwords
Authentication
Network and application managers need to know who is
accessing their systems to determine appropriate access
levels. Typically, they require that users create sceret
passwords. A secret password, known only to the user,
allows an administrator to feel confident that a user is
who the user says he o she is. Systems administrators

o

by it. What does it take for a company to take this next
step? What is the role of I'T"in that scenario?

. Is there an ethical crisis in business today? What role

docs information technology play in unethical business
practices?

. What are several business decisions that you will have

to make as 2 manager that have both ethical and IT
dimensions? Give examples toillustrate your answer.

. Refer to the Real World Case on endpoint security in

the chapter. How do companics strike a balance be-
tween providing users with access to the information
they need in the form that is most useful to them,
while at the same time enforcing adequate security?
What issues should organizations consider when
making this decision?

. What would be examples of one positive and one nega-
tive effect of the use of information technologies in cach
of the ethical and societal dimensions illustrated in

Figure 13..

® Users

phone (social engincering) or via e-mail (phishing,
a type of social engineering) to individuals

22 Explain several of your choices.

may give away their passwords over the

Perhaps you have already received e-mails

purportedly from a financial institution claiming

identity or account difficultics and asking you to

“reconfirm” your account information on their
hentic I

mselves as a system

even have th d

of passwords. For cxample, they may set a minimum
Iength and require that a password include numbers,
symbols, or mixed letter case. They may also require

As you can see, using passwords to identify a person

s fraught

- Look uy

king Web site.

with problems. Here are some alternatives to
ntication aj isged

4. A computer system can continue to operate even
after a major system failure if it has this capability.

—

Each chapter contains complete pedagogical support in the form of:

Summary. Revisiting key chapter concepts in a bullet-point summary.
Key Terms and Concepts. Using page numbers to reference where terms are

discussed in the text.

Review Quiz. Providing a self-assessment for your students. Great for review
before an important exam.
Discussion Questions. Whether assigned as homework or used for in-class
discussion, these complex questions will help your students develop critical

thinking skills.

Analysis Exercises. Each innovative scenario presents a business problem and
asks students to use and test their IS knowledge through analytical, Web-based,
spreadsheet, and/or database skills.
Closing Case Studies. Reinforcing important concepts with prominent examples
from businesses and organizations. Discussion questions follow each case study.
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Online Learning Center
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